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1. DEFINITIONS

‘FRAUD’ in South Africa fraud is commonly defined as “the unlawful and intentional
making of a misrepresentation which causes actual and/or potential prejudice to
another”. The use of the term in this Strategy is in its widest possible meaning and

is intended to include all aspects of economic crime and acts of dishonesty.

‘CORRUPTION’ is contained in Section 3 of The Prevention and Combating of
Corrupt Activities Act. This section provides that any person, who gives, accepts,
agrees and/or offers to accept or receive any gratification from another person in

order to influence such other person in a manner that’s amounts to:

(a) lllegal or unauthorized performance of such other person’s powers,

duties or functions;

(b) An abuse of authority, a breach of trust, or the violation of a legal duty or

a set of rules;

(c) Achievement of an unjustified result; and

(d) Any other authorized or improper inducement to door not to do anything

is guilty of the offence of Corruption.

Corruption in its wider meaning, and as referred to in this document, includes
conduct or behaviour where a person accepts, agrees or offers any gratification for
him/her another person where the purpose is to act dishonestly or illegally. Such
behaviour also includes the misuse of material or information, abuse of a position of

authority a breach of trust or violation of duty.

Forms of Corruption

Corruption takes various forms in the public service and elsewhere in society. The

following are examples of different types of Corruption:-

Bribery Bribery involves the promise, offering or giving of a benefit
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that improperly affects or decisions of public servants

Embezzlement

This involves theft of resources by persons who control such

resources

Extortion

Coercion of a person or entity to provide a benefit to a
public servant, another person or an entity, in exchange for

acting or failing to act in a particular manner

Abuse of Power

The use by a public servant of his or her vested authority to
improperly benefit another public servant, person, entity or
using vested authority to improperly discriminate against

another public servant has an interest

Conflict of Interest

The failure by a public servant to act to consciously fail to act
on a matter where the public servant has an interest or
another person or entity that has some form of relationship

with the public servant has an interest

Abuse of Privileged

This involves the use, by a public servant of privileged

Information information and knowledge that a public servant possesses
as a result of his/ her office to provide unfair advantage to
another person or entity to obtain a benefit

Favouritism The provision of serves or resources according to personal
affiliation (example cultural or religious) of a public servant

Nepotism A public servant ensuring that family members are

appointed to public service positions or that family members
receive contracts from the state is regarded as nepotism.
These manifestations in many forms and it is virtually

impossible to list all of these
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2.

3.

STATEMENT OF ATTITUDE

The Northern Cape Department of Health acknowledges that Fraud and Corruption

represents a significant potential risk to its assets, services delivery efficiently and
reputation. The Department will not tolerate corrupt or fraudulent activities,
whether internal or external to the Department, and will vigorously pursue and
prosecute any parties, by all legal means available, which engage in such practices or

attempt to do so.

INTRODUCTION

This document represents the Anti-Fraud and Corruption Strategy for the Northern
Cape Department of Health (NCDOH). Furthermore, it identifies key risks of fraud
and corruption that will be addressed as these risks may jeopardise the successful

implementation of the various components of the strategy.

This Anti-Fraud and Corruption Strategy has been developed to comply with
section 3.2.1 of Treasury Regulations and to effectively manage fraud activities

within the Department.

It is also intended for the employees to become aware of fraud and corruption
indicators to assist the department in identifying the incidents of fraud and
corruption should they take place. The stand point of the department is also
outlined to inform the stakeholders on how serious zero tolerance will be observed

within the department.

The Anti-Fraud and Corruption Strategy will also be in line with Risk Management

Strategy of the department as approved by the Accounting Officer.

This Anti-Fraud and Corruption Strategy will include provision of a focus point and
allocation of accountability and authority, it will provide a common understanding
of what constitutes fraud and corruption; it will raise vigilance for staff and
managers to be actively involved on an on-going basis in preventing and detecting

fraud and corruption.
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An Anti-Fraud and Corruption Awareness Programme will be rolled out to
employees of the department, with the primary objective of sensitizing both
management and staff to fraud and corruption, common fraudulent practices,

corrupt activities and fraud and corruption indicators.

4. PURPOSE OF THE ANTI-FRAUD AND CORRUPTION STRATEGY

This Anti-Fraud and Corruption Strategy has been developed as a result of the
expressed commitment of NCDOH to fight fraud and corruption. It is also an
important contribution to the National Anti-Corruption Strategy of the country and

supplements the Public Service Anti- Corruption Strategy.

The Strategy is designed to protect public resources, protect the integrity, security
and reputation of department and maintain a high level of services to the

community consistent with good governance.

Heads of Directorates are responsible for fostering an environment within their
directorates, which makes active Fraud and Corruption Prevention a major
responsibility of all staff, for articulating clear standards and procedures to
encourage the minimization and deterrence of fraud and corruption, and for the

detection and prosecution of offences should they occur.

5. PRIMARY OBIJECTIVES OF THE STRATEGY

5.1. This Strategy seeks amongst other things to:

(a) Provide guidelines in prevention, detecting and reporting fraudulent and

corrupt activities within NCDOH.

(b) Encourage all employees and stakeholders to report suspicions of fraudulent

and corrupt activities without fear of reprisals or recriminations.

(c) Provide a focus point for the allocation of accountability and authority

(d) Improving accountability, efficiency and effective administration within NCDOH
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(e)

(f)

(8)

(h)

Continuously support a culture within NCDOH where all employees and other
stakeholders continuously behave ethically in their dealings with, or behalf of

NCDOH

Improve the application of systems, policies, procedures and regulations

Improve relevant aspects of NCDOH to facilitate the reporting and monitoring

of incidents of fraud

Encourage all employees and other stakeholders to strive for the deterrence,
prevention and detection of fraud and corruption impacting, or having the

potential to impact the NCDOH.

FRAUD INDICATORS AND WARNING SIGNS

All managers and employees of the department must always be alert to warning

signs which might indicate that fraud and/or corruption is taking place. These may

include:

(a)

(b)

(c)

(d)

(e)

(f)

(8)

(h)

(i)

Unusually high personal debts;

Severe personal financial losses;

Living beyond one’s means;

Extensive involvement in speculative investment;

Domestic problems;

Involvement in extra-marital relationships;

Undue family or peer pressure to succeed;

Staff under stress without heavy workload;

Always working late;

Reluctance to take leave;
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(k)  Refusal to accept promotion;

()  Feeling of being underpaid;

(m) Dissatisfaction or frustration with job;

(n) Feeling of insufficient recognition for job performance;

(o) Lack of a clearly defined career path;

(p) Continual threats to quit;

(q) Suppliers/ contractors who insist on dealing with only one particular member of

staff

(r)  Poor credit rating;

(s)  Criminal record;

(t)  Undisclosed conflicts of interest.

7. INDICATORS THAT THE DEPARTMENT MAY BE A TARGET OF FRAUDTERS

(a) Lack of competent personnel;

(b) Does not enforce clear lines of authority and responsibility

(c) Does not enforce proper procedures for authorisation of transactions;

(d) Lack of adequate document and records;

(e) A department that is not frequently reviewed by internal auditors;

(f) Lack of independent checks;

(g) No separation of custody over assets from the accounting function;

(h) Lack of segregation of duties;

(i) Inadequate personnel policies and human resource management systems;
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(i)

(k)

(1)

(m)

(n)

(o)

(p)

(a)

(r)

(s)

(t)

(u)

(w)

8.

Failure to maintain records of disciplinary actions;
Inadequate disclosure of income from external remunerative work;
Undisclosed conflicts of interest;

Operating on a crisis basis

Operating without budgetary control;

Budgets not reviewed or meaninglessly justified;

Too much trust placed in key employees;

Unrealistic productivity requirements;

Pay levels not commensurate with responsibilities;
Inadequate staff — quality and quantity;

Failure to discipline violators of departmental policies;

Inadequate communication and awareness about disciplinary codes, fraud

policies and codes of conduct;
Absence of conflict-of-interest questionnaires or regular updating thereof; and
Inadequate background and reference checks before hiring decisions are made.
FRAUD AND CORRUPTION PREVENTION AND DETECTION MEASURES

When risks and deficiencies in the level of control are identified, it is necessary to
choose the most appropriate type of controls. Fraud and corruption should be
deterred wherever possible.  Similarly, prevention is always preferable to
detection. Strong preventive controls should therefore be applied wherever
possible. However, preventive controls may not be sufficient to guard against

determined fraudsters and detective controls are therefore important. Detective
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controls are established to detect errors, omission and fraud and corruption after

the events have taken place.

The following range of controls will be considered by the department when

preventing and detecting fraud and corruption.

8.1 Physical security

(a)

(b)

This is preventive measure which controls or monitors access to assets,
documentation or IT system to ensure that there is no unauthorised use, loss or
damage. All assets will be held securely and access to them restricted as
appropriate. The control should apply not only to the premises but also to
computers, databases, banking facilities, documents and other areas, which are

critical to the operation of the department’s activities.

The Department of Health will also consider conducting a regular review of the
physical security arrangement at its offices and improve on weaknesses

identified.

8.2 Information Security

(a)

(b)

Access to computer systems is an important area, which should be very tightly
controlled, not only to prevent unauthorised access and use, but also to protect
the integrity of the data. Computer and data owners should secure information
held on their systems especially personal information, which concerns third
parties. The threat to computers can come from both inside and outside
department as computer hackers may gain access in order to extract or corrupt

information.

The Department of Health will ensure that employees are sensitized on a
regular basis to the risks of fraud associated with poor management of
information security in order to enhance their understanding thereof and the
risks to NCDOH that are associated with poor control over confidential

information.
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8.3 Audit Trail

This is largely a detective control, although its presence may have a deterrent
effect and thus prevent fraud and corruption. An audit trail will ensure that all
transactions could be traced through a system from start to finish. In addition
to allowing detection of fraud and corruption it enables the controls to be

reviewed regularly.
8.4 On-going Risk Management

NCDOH acknowledges the fact that it faces diverse business risks from both
internal and external environments. It has initiated negotiations with Provincial
Treasury in order to ensure that a structured programme is put in place to
ensure that risk assessments within NCDOH are conducted in line with the

requirement of the PFMA.

In addition to the risk of fraud and corruption already discussed, the risk of fraud
will be addressed by conducting reviews in order to secure a more detailed

understanding of the areas wherein these risks exist.

This is intended to ensure that Anti-Fraud and Corruption Prevention controls
and detection mechanisms are developed. This will include making
presentations to managers and staff to ensure that they have a more detailed
understanding of these areas, thus enhancing the prospect of detecting

irregularities quicker.

Furthermore, specific transactions in areas identified will be selected in order to
conduct fraud and corruption detection reviews, including fraud and corruption
susceptibility assessments, aimed at detecting possible incidents of fraud and

Jor corruption control weaknesses in order to address these.
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