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1. CONCEPTUAL BACKGROUND
1.1 INTRODUCTION

In terms of the Public Service Act!, 1994, the Minister for the Public Service and
Administration ("MPSA") is responsible for —

(a) any policy which relates to information management and information technology in
the public service; and

(b) the provision of a framework of norms and standards with a view to giving effect to
any such policy (section 3(1)(f)).

The Public Service Regulations, 20012, contain the following provisions that relate to
information technology security ("IT security"):

(@)  The Minister shall, in consultation with the Minister of Intelligence, issue Minimum
Information Security Standards (herein referred to as the MISS) for the public
service in the form of a handbook called the Handbook on Minimum Information
Security Standards.

(b)  Any person working with Public Service information resources shall comply with
the MISS.

(c)  Ahead of department may request exemption from a provision of the MISS. The
request shall be submitted to the Minister. The Minister shall, in consultation with
the Minister of Intelligence, grant the request for exemption if the exemption is
considered necessary for the effective functioning of the relevant department or a
part thereof.

(d) A head of department shall ensure the maintenance of information security
vigilance at all times in the department.

(e} When a non-compliance with the MISS comes to the knowledge of an employee of
a department, she or he shall report it immediately to the head of department or an
employee designated for this purpose by that head.

(f) ~ Every time a change and/ or modification is made to a Public Service Information
system, the system shall be certified for compliance to the MISS.

(9) A head of department shall regularly, on the basis of the threat posed by the
incident, submit to the Director-General: National Intelligence Agency, the Auditor-
General and such other authorities as the head considers appropriate-

(i) an incident report of every non-compliance with the MISS:

(ii) a plan on how incidents of non-compliance will be corrected and how to
prevent similar incidents in future; and

(iii) an exemption report of all exemptions granted under (c) of this part and all

deviations from the MISS because of such exemptions.

" PUBLIC SERVICE ACT, 1994i, Proclamation 103 published in GG 15791 of 3 June 1994, Copyright Juta & Company

Limited, www.dpsa.gov.za
2 PUBLIC SERVICE REGULATIONS, Chapter 5 Part Il, 2001, Government Notice No. R. 1 of January 2001,

www.dpsa.gov.za
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DEFINITIONS

In this policy, unless the context otherwise indicates:

Access Control
DGITO

DISO

GITO

ID Management

IS
Mobile Computing

NCPG
OECD
Remote Access

Segregation of Duties

SITA

: refers to exerting control over who can interact with a resource

: Departmental Government Information Technology Officer

: Departmental Information Security Officer

: Government Information Technology Officer

; describes the management of individual identities, their
authentication, Authorization, roles, and privileges/permissions
within or across system and enterprise Boundaries with the goal
of increasing security and productivity while decreasing cost,
Downtime and repetitive tasks

: Information Systems

is a form of human—computer interaction by which a computer is
Expected to be transported during normal usage. Mobile
computing has three aspects: Mobile communication, mobile
hardware, and mobile software. The first aspect addresses
Communication issues in d-hoc and infrastructure networks as
well as communication Properties, protocols, data formats and
concrete technologies the second aspect is on the Hardware,
e.g., mobile devices or device components. The hard aspect
deals with the Characteristics and requirements of mobile
applications

: Northern Cape Provincial Government

: Organization for Economic Co-operation and Development

: pertains to communication with a data processing facile it from a
remote Location or facility through a data link

: is the concept of having more than one person required to
complete a task in business the separation by sharing of more
than one individual in one single task shall prevent from fraud and
error
: State Information Technology Agency

1.2 LEGISLATIVE REQUIREMENTS

e Public Service Act and Regulations

e State Information Technology Agency Act
According to the State Information Technology Agency Act 88 of 1998 ("SITA Act")3,
the objective of the State Information Technology Agency ("SITA") is to provide
information technology, information systems and related services in 2
maintained information systems security environment to, or on behalf of,
participating departments and organs of state and in regard to these services, act
as an agent of the South African Government (section 6). The following terms are
defined in that Act as follows:

3 STATE INFORMATION TECHNOLOGY ACT, Act No 88 of 1998, www.dpsa.gov.za
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“information systems" means applications and systems to support the business
whilst utilising information technology as an enabler or tool;

“information systems security” means to preserve the availability, integrity and
confidentiality of information systems and information according to affordable security
practices;

"information technology” means all aspects of technology which are used to
manage and support the efficient gathering, processing, storing and dissemination of
information as a strategic resource: and

"participating department” means any department making use of services provided
by the Agency, i.e. SITA (section 1).

SITA must in the execution of its functions —

(a)  maintain a comprehensive information systems security environment
according to approved policy and standards; and

(b)  adhere to the policies on information management and information technology
and a framework of norms and standards to give effect to such policies, as
well as regulations made in this regard by the MPSA in terms of the Public
Service Act and the State Information Technology Agency Act (section 7(2)
and (3)).

The Minister may make Regulations regarding the security requirements of the
different departments and organs of state (section 23(c)).

e National Strategic Intelligence Act
In terms of the National Strategic Intelligence Act 39 of 19944, the National
Intelligence Agency must fulfil the national counter-intelligence responsibilities,
and for this purpose must conduct and co-ordinate counter-intelligence.

According to that Act the term “counter-intelligence” means measures and
activities conducted, instituted or taken to impede and to neutralise the effectiveness
of foreign or hostile intelligence operations to protect classified information to conduct
security screening investigations and to counter subversion, treason, sabotage and
terrorism aimed at or against personnel, strategic installations or resources of the
Republic (section 2(1)(b)).

The functions of the National Intelligence Co-ordinating Committee ("Nicoc")

includes -
(a) to co-ordinate the intelligence supplied by the members of the National
Intelligence Structures to Nicoc and interpret such intelligence for use by the

State and the Cabinet for the purposes of ~

(i) the detection and identification of any threat or potential threat to the
national security of the Republic;
(ii) the protection and promotion of the national interests of the Repubiic; and

# National Strategic Intelligence Act 39 of 1994, www.info.gov.za
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(i) making recommendations to the Cabinet on intelligence priorities (section
4(2)(b) and (f)).

The Minister may, after consultation with the Joint Standing Committee on
Intelligence, subject to subsection (2), make regulations regarding the
protection of information and intelligence (section 6(1)(a)).

Minimum Information Security Standards

On 4 December 1996 Cabinet approved the Minimum Information Security Standards
("MISS") document as national information security policy. This policy incorporates the
provisions, principles and policy standards contained in the MISS.

Electronic Communications and Transactions Act
The Electronic Communications and Transactions Act of 20025 deals with the
protection of critical databases. It defines the following accordingly -

(a)  ‘“critical data" is defined as "data that are of critical importance to the national
security of the Republic, and/or the economic and social wellbeing of its
citizens"; and

(b)  "critical database" is defined as "organised collections of critical data in an
electronic or digital form from where it may be accessed, reproduced or
retracted data".

The Minister of Communications may, by notice in the Gazette—

(a)  declare certain classes of information which is of importance to the protection
of the national security of the Republic or the economic and social well-being
of its citizens to be critical data; and

(b)  establish procedures to be followed in the identification of criticai databases
(section 53(a), (b)).

The Minister may prescribe minimum standards or prohibitions in respect of—

(a)  the general management of critical databases:

(b)  access to, transfer and control of critical databases:

(c)  infrastructural or procedural rules and requirements for securing the integrity
and authenticity of critical data;

(d)  procedures and technological methods to be used in the storage or archiving
of critical databases;

(e)  disaster recovery plans in the event of loss of critical databases or parts
thereof; and

(f)  any other matter required for the adequate protection, management and
control of critical databases (section 55(1)).

The Director-General may, from time to time, cause audits to be performed at a critical
database administrator to evaluate compliance with the provisions of this Chapter. The
audit may be performed either by cyber inspectors or an independent auditor (section
57(1)(2)).

* ELECTRONIC COMMUNICATIONS AND TRANSACTIONS ACT, Act No. 25 of 2002, WWW.gov.za
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2. POLICY STATEMENT AND APPLICATION SCOPE
21 POLICY STATEMENT

The broad objective of this policy is to provide the Department with an information system
and information communications security policy and standards in order to apply an
effective and consistent level of security to all information systems that process public
service information.

Particular objectives are to:

a. apply cost-effective protection to classified information which is processed by
public service information and related technology assets;

b. to protect sensitive information that is processed by public service information
systems or technology;

B be able to demonstrate accountability by a structured method of information

system and information technology security implementation and verification across
public service, and

d. develop an information system and information technology security culture that
reflects a consistent approach, based on an understanding of the security issues
and a cost-effective way of dealing with them.

GUIDING PRINCIPLES

This policy is based on the OECD’ Guidelines for the Security of Information Systems and
Networks (2002)¢ and the South African National Standard on Information technology -
Security techniques - Code of practice for information security management
(17799:2005)". The following fundamental security principles are applicable throughout the
policy:

i Awareness
Departments should be aware of the need for security of information systems and

networks and what they can do to enhance security.

2. Responsibility
All departments are responsibie for the security of information systems and
networks.

3. Response
Departments should act in a timely and co-operative manner to prevent, detect

and respond to security incidents.

4. Ethics
Participants should respect the legitimate interests of others,

® OECD Guidelines for the Security of Information Systems and Networks — Towards a Culture of Security. Paris:

OECD, July 2002. www.oecd.org
7 SANS 17799:2005 Information technology - Security techniques -- Code of practice for information security

management, June 2005. www.sabs.co.za
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5. Democracy
The security of information systems and networks should be compatible with

essential values of a democratic society.

6. Risk assessment
Departments should conduct risk assessments.

7. Security design and implementation
Departments should incorporate security as an essential element of information

systems and networks.

8. Security management
Departments should adopt a comprehensive approach to security management.

9. Reassessment
Departments should review and reassess the security of information systems and

networks, and make appropriate modifications to security policies, practices,
measures and procedures.

Page 9 of 44
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3. POLICY FRAMEWORK

3.1 IDENTIFICATION AND CONSULTATION OF STAKEHOLDERS
This policy went through extensive consultations with senior management and all officials
of the department. The consultations were conducted through presentations, meetings and
through e-mails.

3.2 TIMEFRAMES
This policy was submitted to the Corporate policy unit on April 04, 2013 for analysis and
alignment. The Corporate policy unit reviewed and commented on it on June 20, 2013, and
again on December 02, 2013 after meetings with the Provincial ICT and the Security
Manager unit.

3.3 IMPLEMENTATION STRATEGY
The IT Manager must manage the implementation process of this policy and its associated
Directives (contained in the ICT Plan) by means of an action plan (also to be included in
the ICT Plan of the Department).
Implementation of the policy and its associated Security Directives is the responsibility of
each and every individual.
The implementation date for this policy is @Q— ;ﬁc‘%@\u Y ( \“\ L (-‘f"

34 FINANCIAL IMPLICATIONS
The ICT unit will coordinate and advice Departmental Directorates on what infrastructure
and equipment to purchase. Hence, all financial responsibilities will be carried by the
purchasing directorate.

3.5 COMMUNICATION
¢ The Office of the Premier

3.6 COMPLIANCE, MONITORING AND EVALUATION (M&E)
The Departmental ICT Committee on behalf of the Senior Executive Manager shall monitor
and ensure adherence to the policy provisions. Specific cares of non-compliance will/shall
be reported to the office of the Senior Executive Manager of the Department. The
Departmental ICT Committee shall conduct the evaluation progress annually.

DENC: (ICT Policy, Version 001) 02-02-2014
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3.7

38

3.9

DENC: (ICT Policy, Version 001) 02-02-2014 (l\

Contravention

Any person who contravenes or fails to comply with any provision of this policy may be
subjected to disciplinary action.

POLICY REVIEW

This policy will be reviewed when the need arises or in case of the occurrence of
extenuating circumstances (political mitigation, or pronouncement by legislation and/
or regulations). The contact person for this policy will be required to submit all relevant
information pertaining to this policy in conjunction with a signed memo with all
amendments (addition or omission) during the third quarter annually.

The exception, the Policy development unit will be conducting all extenuating reviews
throughout the year, therefore it is paramount that any new information received be
submitted to this unit, in order to coordinate the review process of this policy.

This policy will be reviewed annually and any review thereof is the responsibility of the
Executive Management of the Department.

POLICY IMPACT

The desire of this policy is to reguiate the procurement and utilization of ICT and labour
saving devises in the Department.

INTERIM MEASURES

The department was using the Provincial ICT policy
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4. ADOPTION OF POLICY

Approved / Net=hppreved

Comments:

........................................................................................................................
........................................................................................................................

.......................................................................................

Y Zelio2cz
D VAN HEERDEN DATE
HEAD OF DEPARTMENT

DENC: (ICT Palicy, Version 001) 02-02-2014
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